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EXECUTIVE SUMMARY

We looked at the complex world of parental
controls in response to an explosion of online
learning as a result of the current COVID-19
pandemic: an estimated 12 billion children
have been required to carry out some kind of
online learning in 2020.

A maijority of parents use parental controls to
deal with their concerns over what remains a
largely unsupervised activity. By far the great-
est concern across all age groups is that chil-
dren will see inappropriate content, followed by
talking to strangers. But there were a number of
other significant concerns, which varied widely
depending on the age of the child.

The absence of standards in both software and
terminology, combined with a huge array of
devices, apps and services, has created a level
of complexity in the parental controls market
that defies easy explanation. Parental controls
are not static and change constantly as tech-
nology companies update their software. This
has the knock-on impact that guides to paren-
tal controls quickly become outdated. Such
changes have been especially significant in
recent months as a result of the huge increase
in online learning.

Despite this, most parents report being happy
with their ability to control for their largest
concerns, even if they can quickly and easily
identify problems and improvements in the
controls they use. Parental controls are only a
partial solution, however: it is critical for parents
and teachers to educate children on how to
learn safely online.

We surveyed over 1,000 parents in the United
States and United Kingdom and built a
comprehensive picture of online learning and
parental controls for different age groups.
While the largest patterns - watching videos
and inappropriate content - were largely the
same across all age groups, there were distinct
use cases within each age group that demand
closer attention. As examples: the increased
risk of online bullying through chat apps among

11-13 year-olds; and the lack of confidence in
parental controls on mobile phones.

We produced an infographic to accompany
our findings and hope to provide both parents
and policymakers with a better understanding
of what online learning looks like and what they
can do to make it safer for children who will
be undertaking far more online learning now
and in future, in situations where they will be
less supervision than if they were in a physical
classroom. ®

Parental

controls are

not static and
change constantly
as technology
companies update
their software.
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The arrival of a coronavirus
pandemic in early 2020 led to
an explosion in the use of online
learning across the globe as an
estimated 1.2 billion children’ of
all ages were required to stay
at home as schools closed in an
effort to contain the virus.

As we have gone past the summer holidays
and into the new school year, many children will
still need to take many or most of their classes
online. Even before COVID-19, however, there
was high growth and adoption in new educa-
tion technology that makes use of the internet
to allow for remote or distance e-learning -
and that trend looks set to continue.

There are many different aspects to a shift to
online learning including the availability of fast
internet access and learning devices, changes
in teaching styles and approaches, and soft-
ware solutions to provide an effective learning
experience.

We decided to look at a key social aspect of
online learning: parental concerns and efforts
to alleviate them by using software controls.
To that end, we developed an online survey
comprising 22 inter-related questions and
approached parents in both the United States
and the United Kingdom for their experiences.

Over the course of June 2020, we received
1173 responses; 707 of them from the US and
the remainder, 466, from the UK. We are confi-
dent this represents a statistically relevant
and representative sample of parents in both
countries?

1 https://en.unesco.org/covidl9/educationresponse
2 More details on the full breakdown of those sur-
veyed is available further on in this report

This report details the results of that survey,
complete with an analysis of the current
situation as it relates to online learning and
parental controls, as well as some pointers for
additional research and recommendations
for improvement. We have also produced an
accompanying infographic to make the results
more readily digestible.

If you any comments or questions on this report,
our approach, methodology or conclusions
please feel free to contact IFFOR at the email
address info@iffor.org or through our online
contact form3. W

3 https://iffor.org/contact/
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The Big Picture

It is worth noting that when we started out
on this policy work, we did not have a tightly
defined approach but wished to look at the
overall topic of online learning with an eye to
developing something that was both informa-
tive and pragmatic primarily for parents but
also for policymakers and schools.

It quickly became apparent that the topic was
more complex than initially anticipated. The
activities that comprise online learning are rela-
tively clear and well-defined. For many of those
tasks e.g. live video lessons there are also a few
main companies whose services and software
dominate the market - with the exception of
the educational app market, which is diverse in
comparison.

However, when it comes to parental controls,
the picture is so large and complex that it
largely defies any effort to produce a pragmatic
guide. While there is a relatively small group of
user devices - laptops, tablets, mobile phones
and desktop computers - those devices are
manufactured by a large number of compa-
nies and run different operating systems. Many
parents use standalone parental control apps
or software.

In addition, parental controls exist in hardware
and software outside the user device: an inter-
net router that connects to the internet is its
own device and will often its own system for
controlling content. Likewise internet service
providers and mobile operators will also offer
parental controls.

There are also no agreed standards, or even
terminology, over parental controls, making
comparisons even more difficult.

An initial review of the parental controls
ecosystem produced 13 different categories of

companies that offer options, seven different
areas where controls are offered, and 22 differ-
ent types of controls.

That already complex situation is then
compounded by the fact that many controls
are effectively cumulative: controls at the
ISP level will take effect before content even
reaches the device. Content will then pass
through a router (on which there may be
controls), then the device’s operating system,
then any standalone control app, before it even
hits the controls within a given app or service.

That means one set of controls will impact
and can interfere with another. Again, with no
agreement over how to approach controls,
or standards, or even common language
between companies, it is simply impossible
to predict what any given parent’s needs and
issues will be.

Existing guides

Despite the complexity, there are numerous
guides available online - some produced by
the companies behind the controls, others by
independent third parties - that attempt to
guide parents through how to apply the right
controls for them.

We investigated whether it would be worth-
while producing an online reference to these
guides, categorizing them in a useful manner
and highlighting the most useful or compre-
hensive examples. However it quickly became
clear that there is another problematic compo-
nent to parental controls: they are constantly
changing.

Technology companies, particularly large
companies like Google, Apple, Facebook and so
on, regularly update their software and when



Categories of controls

Block
Content
Downloads
Chat
User video

Filter
Content
Websites

Time limits
Specific apps
Daily total
Nightime cut-off

Monitoring
Sites visited
Videos watched
Searches
Time spent

Location tracking

Password
On apps
On accounts
On meetings

Reports
Real-time
Daily
Weekly
Monthly

Panic button

they do, they frequently change controls at the
same time. Not only does language change but
also the location of any settings and often the
impact of the control itself.

As a result, most online guides to parental
controls are out of date almost as soon as they
are published - and grow increasingly stale
over time. Any guide that we produced would
itself capture only a moment in time and would
require constant updating to stay relevant.

Parental focus

Faced with that reality, we decided to concen-
trate on a broader picture and use parents’
own experience to understand it, which led to
our survey. The survey was designed to identify
what sort of activities children of different ages
engage in while online learning and on what
devices. Then we asked parents what their
concerns are, what controls they use, and how
satisfied they are with those controls.

We have put a copy of the survey at the end of
this report. It should be noted that the survey
was carried out online and contained internal
question logic so some questions were only
seen in response to answers to previous ques-
tions i.e. if a parent didn't select “chat” as an
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The Big Picture

cont...

online activity, they didn't see the question
asking what type of chat software their child
used.

The survey produced a wealth of data and
insights that we have tried our best to relay
here and in the accompanying infographic.

One thing we should specifically note, since it is
not immediately clear from the results, is that
despite the extraordinarily complex current
reality of parental controls, parents are, on the
whole, fairly happy with them.

We were expecting the opposite to be true - a
flood of horror stories and angry complaints -
and we were expecting to be able to recom-
mend some controls and warn people away
from others. But the truth is more complex. While
there is definite room for improvement (which
we cover briefly below), parents have tended to
find an approach that works for them.

Thekeyinsights that we can oftenthen comprise
of recognizing that there are clear patterns in
online learning activity, patterns that change
as a child grows older. Within those patterns
there are also distinct issues and behaviors
that parents have noted through experience
are more relevant to their child as they grow up.

By recognizing and highlighting what those
patterns are, we hope to provide both parents
and, potentially, policymakers within and
outside technology companies, with a better
understanding of what online learning looks
like and what they can do to make it safer for
children who, through necessity, will be under
less supervision than if they were in a physical
classroom. ®

Categories of companies

Android

Browsers

Cable providers
Email providers
Gaming

Internet providers
iPhone

Laptops and computers
Smart home devices
Social media/apps
Streaming services
Tablets

Wireless carriers

Different areas of controls

ISPs

Router

Operating System
Browser

Email

Parental Control apps

Apps



Survey results

Across age groups

When we analyzed our survey results, it quickly became clear that

the best way to understand them was through different age groups,
identifying trends and patterns both within specific age groups and
across all age groups. In this case, we separated children into five age
groups: under 5s, ages 5-7, 8-10, 11-13, and 14+.

Device usage

Device usage changes significantly as a child matures. There is a clear shift from

tablets with touch screens in younger children to laptops with keyboards in older
children with the key crossover point between 5 and 7. A significant number however
use both desktops and mobile phones as their primary learning device.

75

50 A
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Software usage: operating system

Device operating systems are dominated by the three largest tech companies: Apple,
Google and Microsoft. The majority of tablets used by children have the Apple’s iOS
operating system i.e. are iPads; the majority of laptops use Microsoft's Windows,
although Google Chromebooks are also popular; mobile phones are even split
between Apple’s iOS and Google’'s Android.

We asked parent what their children’s primary device was for online learning

== Microsoft Windows
@& AppleiOS/ MacOs
(5 Google / Android

Software usage: applications

A wide array of software is used for different online learning tasks. The educational
software market is particularly diverse. However when it comes to common tasks,
there are clear commercial frontrunners such as Zoom for live video lessons and
YouTube for watching videos. The most commmon browser is Google’s Chrome.

Netflix

Youtube
Kids

Live Video
Lessons

Watching u

VidEOS Youtube

Apple
Facetime

*
Microsoft

Teams @

Google

®

Educational
Apps

Hangouts




Applications cont...
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Dropbox
y  Firefox
Facebook

Messenger

Chat/

Document
Messaging

Sharing

: Google
GOOgle Mg;ﬁcsgft Hangouts

Safari Chrome 365

Snapchat

Types of activity

The most common form of online learning across all ages is watching videos.
Three-quarters use school apps. Beyond that there are significant variations across
age groups as children mature: younger children (under 5) read far more books on
their devices; whereas older children (14+) browse the internet and use online chat
much more. Those in the middle do much of their online learning through school

approved or mandated apps.

WHAT9 are the most common types of online learning

79%
o8% W 549 W 53% N 500
41%
30% W 28%

Do Re@alPe

Document  Chat/ Child
sharing  messaging apps

School Books Live video Browsing Parent

Watching
apps lessons internet apps

videos
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Types of activity cont...
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Parental concerns

The most common parental concern across all age groups is that their children will
see inappropriate content, followed by talking to strangers. Beyond that, concerns
are largely age specific: online bullying fears are most pronounced in 11-13 year olds;
learning unsupervised in a significant concern for 5-7 year olds; and parents of chil-
dren 14+ are more concerned that they are not building a real sense of understanding
from online learning. Parents of 8-10 year olds feel that group is at most risk overall.

Seeing inappropriate
content

Talking to
Strangers Sl

dangerous

Downloading

Lack of real
learning/
understanding

Learning Online
unsupervised bullying




Parental controls

Over half of all parents use parental controls
of some type, and most of them use the
controls that are provided through the device's
operating system i.e. those provided by Apple,
Google and Microsoft.

However a wide range of other controls at
every point in the information path are used:
from controls provided by internet service
providers to content controls on internet
routers to app-specific controls to special
software whose sole focus is to provide
additional online safety.

Every system operates independently with few
common categories or standards, making
it confusing for parents. Nevertheless, most
parents are mostly content with the end result.

Just over a third of parents said parental

Parental controls

controls “work great” while another third said
they were “ok.” A fifth said there were “better
than nothing” and just five per cent felt they
were “more of a hindrance than a help.”

When it comes to ease of use, there is slightly
less satisfaction: there is a drop of six per cent
of parents who think controls “work great” to
those that say they are easy to set up.

There is a corresponding rise of eight per cent
of those that said they were “fine.” Overall
however most parents seem content.

Of those parents that do not use any form of
parental controls, the most common explana-
tion for why they do not use them is that they
have never felt the need, followed by a sense
that they don’t want to control their children too
much. |

Parental controls can be added at multiple stages in the flow of information
from the internet to the user

Separate
app

Within
browser

Service
Provider
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Survey results

The under 5s group provides the most clear-
cut and consistent answers from parents when
it comes to online learning and safety.

A maijority (54 per cent) use tablets as their
primary device and of them a majority (55 per
cent) run Apple’s iOS operating system i.e. 30
per cent of under 5s use iPads for online learn-
ing. That does still leave a significant number
using other devices and operating systems

however. For example, eight per cent use
Windows laptops and nine per cent use
Android phones as their primary devices.

By far the most common form of online
learning for this age group is watching
videos (79 per cent), with the next most
common being books (49 per cent) and
apps that parents have downloaded (45
per cent) .

Given the cognitive and social skill levels of
children under 5, it is not surprising that docu-
ment sharing and online chat are rarely used.
But even at this age, 35 per cent of parents said
that their children take live online lessons: point-
ing to a very specific shift brought about by the
coronavirus pandemic and social distancing.

A majority of parents - 62 per cent - used some
kind of parental controls, with three-quarters

(I'll need more controls when she's older.

using the device’s own controls: in the case of
iPads, Apple’s Screen Time controls. Just under
a third also install a specific app to provide
additional parental controls.

In the specific case of under 5s using an
iPad, parents are largely happy with paren-
tal controls with ease of use scoring 4 out of
5, with a lower score of 3 out of 5 when it
comes to effectiveness.

Many parents expressed the same
thought: that parental controls weren’t
strictly necessary at this age. “lI don't
need parental controls if I'm paying atten-
tion to them,” one told us. Another: ”[My
child] is too young to really know how to go
on things. When she's older | will put a paren-
tal lock on things.”

Just under half of the parents say their main
concern is their children seeing inappropri-
ate content, with a fifth highlighting talking to
strangers as their biggest worry. This age group
is the largest user of the restricted version of

YouTube, YouTube Kids, with 28 per cent of -
parents saying it is the main source of video (8
content that their [0}

child watches. |

I don’t need parental controls if I'mn paying attention to them.




abpd

16

This age group uses tablets and laptops in
roughly equal numbers. A third of tablets run
a version of Android and two-thirds iOS; and
laptops are split roughly equally between
Windows, Mac OS and Google, making this
group the most diverse in terms of devices.

pronounced as 5-7 year olds learn how to read,
spell and navigate their devices and the inter-
net for the first time.

In the specific case of this age group using an
Android tablet, parents are happy with paren-

We use parental controls for fun time on their tablets.
It's nice to have the tablet be the "bad guy" instead of me.

The most common online learning tasks are
the same as under 5s - videos and books -
but with children of this age going to school
for the first time, the use of school apps
comes a close third with 61 per cent.

There is still a significant degree of
hands-on parenting at this stage, with
50 per cent of parents saying that
their child uses apps that they have
installed (as opposed to their child). And
this age group contains the largest number
of parents that have installed a specific
parental control app (42 per cent). During
those installations, parents also take advan-
tage of parental controls that exist within the
apps themselves more than any other group.

tal controls with both ease of use and effec-
tiveness scoring 4 out of 5.

However with a more complex use of devices
at this age group, signs of frustration with
parental controls show through. “Most
parental controls are either far too
strict or far too lax. It would be nice to
have more micro-control inside sub
areas to be able to dial in exactly what
I would like my child to be able to have
access to or be denied from,” one told us.

Another said: “I'm too often notified about
irrelevant or unimportant things which
causes me to ignore or overlook the more

useful notifications.” W

In terms of concerns,
learning while unsu-
pervised and talking

I’m too often notified about irrelevant or unimportant things which
causes me to ignore or overlook the more useful notifications.

to strangers are most



Ages 8-10

This age group is the first to move away from
tablets toward laptops: 44 per cent versus
30 per cent. They are also the largest uses of
desktop computers (18 per cent), likely reflect-
ing use of a family computer as they move
away from tablets.

Despite the higher overall level of concern,
parents are however relatively content with
how effective parental controls are, giving an
average of 4 out of 5, with ease of use drop-
ping to 3 out of 5, possibly as a result of the fact
that parents are trying to cover more bases as

Windows is the most

Idon’t really understand [parental controls] and worry
that if he needs to use the Internet for research his search
responses will be limited because of the controls.

common operating
system for desktops (42
per cent) and within that

group the differences
in using an older device
format are clear: 81 per cent of them have

opposed to 67 per cent for the age group

their children increasing start using document

dedicated parental control software (cs ‘ sharing, browsers and chat.

as a whole) and concern that a child will
download something dangerous as the
primary concern jumps to 27 per cent,
almost eclipsing the universal concern

of inappropriate content (at 30 per

cent).

Parents of this age group appear most
concerned in general about online safety,
with 67 per cent of them having some
form of parental controls, and many
using multiple layers of controls. Although
talking to strangers is a concern at all age
levels, it is most pronounced at this age, with

“I use many different types of controls
because no one solution meets all of my
needs,” explained one parent.

There is a notable increase in parents
concerned about their children’s online
safety for 8-10 year olds. “I'm scared
when my child is online,” one parent told
us. Another: “Safety is of upmost impor-
tance.” And another expresses satisfaction
at the “ability to monitor all activities from
my remote device.”

But there remains a persistent level of unhap-
piness over

Parental controls works great if you are really interested

and work towards it.

how parental
controls work
and a lack
of granular-

29 per cent of parents saying it is their primary
concern. Online bullying also starts to come
into play.

ity: “l don't

really under-
stand them,” said one parent, “and worry that
if he needs to use the Internet for research his
search responses will be limited because of the
controls.” ®

abpd
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There are several notable peaks for children
aged 11-13 when it comes to online learning:
they are the largest users of both live video
lessons and school apps across all age groups.

both things over which they have control and
through which internet traffic has to pass.

When it comes specifically to mobile phones,
however, parents

It is very hard to get a good balance between are significantly less

reasonable parenting control and privacy invading.

happy with how effec-
tive such controls are,

They are all the group that uses both laptops

group, strongly suggesting that they are

scoring just 2 out of 5
in effectiveness and 3
out of 5 in ease of use. More parents in this age
group than any other have suggestions for how

ing ways of tracking activity, receiving more

and mobile phones more than any other ‘ parental controls can be improved, includ-

given their own electronic device as their
online use across all activities grows.
Browsing the internet becomes the

second most common form of online

learning and activity for the first time

(watching videos remains the frequent

activity.)

Parents become significantly less
concerned about their children talking to
strangers and much more concerned about
online bullying, as the pre-teens spend
more time within their peer groups. Hand-
in-hand with that comes a large increase in
the use of online chat, particularly on mobile
phones. When it comes to school apps, for the
first time homework sharing apps take the top
spot above maths and readings apps.

As children become

alerts and looking for clearer explanations
for how the controls work.

Many parents noted that they had had
discussions with their children about
how to stay safe online at this stage, as
well as expressed confidence that they
could be trusted. But others expressed
how their 11-13 year olds had become
sufficiently tech savvy to bypass many
controls.

“Being able to see what my child is looking

at during all times is very useful so they
cannot delete their history later and hide
things from me,” said one parent. Another
worried that it “is very hard to get a good
balance between reasonable parenting control
and privacy invading.” And another was frus-

increasingly autono-
mous, especially over

The age groups are iron clad based on someone’s opinion.

their own devices, the Kids constantly come to us to use something that

number of parents

is restricted but really shouldn’t be.

that say they have
parental controls in
place falls. There is however a notable peak in
the percentage of parents who install paren-
tal controls on their internet routers (25 per
cent) and use their service providers’ parental
control services (also 25 per cent). Those are

trated at how inflexible some controls are: “The
kids constantly come to us to use something
that is restricted but really shouldn’t be.” B



Ages 14+

At this stage, the young adults in the house-
hold are often as tech savvy, or more so, than
their parents. Laptop usage is highest, with
a fairly even split

there are also a larger number than in younger
groups saying they are not happy with how
effective they are, resulting in an overall 3

between Windows,

(Chromebooks).

I feel I can trust my child to talk to me about issues.
Mac OS and Google | [Controls] are pretty unnecessary, your child will lose trust in you.

Browsing, document
sharing and online chat is more frequent than
any other group, although when it comes to
online learning schools apps are still the
most frequent activity (after watching
videos of course). As with all the older age
groups, Google’s Chrome browser is by
far the most used software to access
the internet.

Parents continue to use parental
controls but to a much lower degree
(just 41 per cent); of those that don't, 65
per cent of them say that they just don't
see the need. Those that do use parental
controls, just less than half of them use the
controls that their internet service provider
or mobile operator provide, making it by far
the largest across age groups. While seeing
inappropriate content still sits at the top as the
number one concern, in second place comes
the fear that their children are not really learn-
ing as well through online lessons as they would
in a physical classroom.

out of 5 score. Likewise, ease of use gets a
lower-than-average 3 out of b.

Many parents at this stage note that they
think it's more important to teach their
children how to be safe online rather
than try to block or limit content. “There’s
a danger some parents who aren't very
tech savvy, or perhaps lack tech confi-
dence, will use [parental controls]
as a replacement for talking to their
kids about staying safe online,” said one
parent. “I've also known friends of my son
figure out how to disable them - they've
been a lot more savvy than their parents. |
think they can play a role in educating your
kids while keeping them safe, but shouldn't
be used as a replacement for dialogue, nor
as a way for parents to feel less anxious or
convince themselves theyve done all they
need to.”

“Kids can find ways around,” notes another.
“Older teens find ways around

Older teens find ways around parental controls)

parental controls,” says a third.
The issue of controlling content

Somewhat unusually, while there are more
parents expressing that they are very happy
with the effectiveness of parental controls,

at that stage can also become
a source of tension. “I feel | can
trust my child to talk to me about issues,” said
one parent. “They're pretty unnecessary, your
child will lose trust in you,” said another. &

abpd
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Survey methodology

We developed a survey targeted at parents that
gathered information on two main topics: first,
how children were carrying out online learning,
through what devices and which software; and
second, what parental concerns were, what
controls they had in place and how effective
they felt those controls were.

You can see the full survey at the end of this
report. The survey contained a significant
amount of internal logic that limited the ques-
tions they saw based on earlier responses.

For example, only those parents that said they
did not have any parental controls were direct-
ed to the question that asked them why, and
they also skipped over any questions related
solely to parental controls. Likewise, only if a
parent selected a specific activity do they see
the follow-up question asking them what soft-
ware their child uses for that specific activity.

Audience selection

We used SurveyMonkey’s targeted respons-
es service to gather the majority of the 1,173
responses. We ran an initial test on the service,

resulting in 362 responses and carefully
analyzed the results to check their quality'.

Confident that the results were from real, indi-
vidual parents who had answered honestly and
in-depth, we then expanded the survey to both
the US and UK, resulting in a further 799 respon-
dents (345 from the US, 454 from the UK). We
also took out ads on Facebook and promoted
the survey on IFFOR’s social media channels
resulting in a further 12 responses.

Demographics

Respondents to the survey represented a
broad cross-section of society, adding to our
confidence in the end results. We also includ-
ed a question (“How tech savvy do you consid-
er yourself to be?”) to the survey to check how
representative respondents were of the broader
population: since it was an online survey (albeit
one that worked just as well on a mobile phone
as a desktop computer), we suspected that
respondents would be more technologically
literate than the general population.

The result of that question was that 40 per cent
of respondents described themselves as “very
savvy” about technology, 54 per cent as “about
average” and just 6 per cent as “not savvy at
all.” The conclusion we drew from this is that the
respondents were more technologically literate

1 Among other things, we varied answer-po-
sition between static and dynamic to check that
respondents weren't just clicking on the first re-
sponse each time. Many questions only appeared
in response to an earlier question and we checked
whether these additional questions were answered
and whether they were consistent with answers given
by the same individual. We checked what was typed
into open-ended response boxes to see if they were
consistent with other answers. And we included a
gateway question at the very beginning of the survey
to ensure that only those who self-identified as par-
ents would see, and could respond to, the rest of the
survey. The result was a high level of confidence in
the quality of responses provided by SurveyMonkey’s
targeted response service.



We are confident
that the survey results
are fair, accurate,
statistically relevant

and representative
of the population
as d whole

as a whole than the general population. But not
to the extent that it impacted the validity of the
results.

Respondents covered all age groups of chil-
dren evenly: it varied from 17.8 per cent for 14+
to 23.9 per cent for under 5s (the others being
18.7 per cent, 20.2 per cent and 19.6 per cent).
The perfect result would have been 20 per cent
of each of the five age groups, but the degree
of variance in our survey is small enough to be
insignificant taken overall.

There was a relatively even split in the gender
of parent respondents: 43 per cent male; 57 per
cent female. Household income from respon-
dents in the United States closely aligned with
the United States as a whole (using US Census
data), with 7 per cent of respondents saying
they preferred not to answer. And respondents
were geographically spread across both the US
and UK.

Taking all these factors into account, we are
confident that the survey results are fair, accu-
rate, statistically relevant and representative of
the population as a whole.

Survey response and United States as a whole

B Survey response

¥ United States as a whole

25%
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Household income of respondents
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Who did this work

The International Foundation for
Online Responsibility, or IFFOR.

IFFOR is an independent policy body that was
formed to develop registration and abuse
policies for the .xxx registry and has gone on
to develop and publish guidelines, policies
and educational materials around the topic
of online content.

IFFOR is funded in large part by internet registry
operator Minds+Machines, a public company
listed in London, which operates more than 20
internet registries including .london, .law, .yoga,
.wedding and .work.

For this project, we pulled together a team of
educational and policy experts to form a Policy
Council. They are:

Fiona Alexander

Fiona Alexander is co-founder of Salt Point
Strategies and Distinguished Policy Strategist in
Residence at American University.

A former government executive with exten-
sive experience in international Internet, tele-
communications and emerging technology
policy, she served at the National Telecom-
munications and Information Administration
(NTIA) in the US Department of Commerce for
close to 20 years.

At NTIA, she managed the US government’s
relationship with ICANN and is NTIA’s sole Presi-
dential Rank Award winner for her leadership in
the privatization of the Internet’'s domain name
system.

Fiona was also the convener and co-leader of
the Department of Commerce’s Internet Policy
Task Force which developed policy, norms and
tools for issues related to commercial data
privacy, online copyright protection, cyberse-
curity, and the global free flow of information.

Chad Anderson

Chad Anderson is an attorney practicing in
business relations, privacy and data security
and is the founder of DPO Solutions Ltd which
provides data privacy policy consulting. He
earned his Juris Doctor at the University of
North Dakota and Master's in Cybersecurity
Law at the University of Maryland School of Law.
He is actively licensed to practice before the
Supreme Courts of lowaq, Arizona, Nevada and
the United States Supreme Court.

Chad earned bachelor's degrees in Account-
ing and Economics at the University of North-
ern lowa, and holds IAPP certifications in EU
privacy law and privacy management (CIPP/E
and CIPM). Chad sits on the Arizona State Bar
Ethics Advisory Group and is a member of the
Cybersecurity section of the American Bar




For this project, we
pulled together a team
of educational and

policy experts to form a
Policy Council.

Association, the Information Systems Audit and
Control Association, the International Asso-
ciation of Privacy Professionals, and Mensa
International.

Sharon Girling

Sharon Girling OBE is a former police officer who
retired following thirty years’ service. Her final
role was as an investigator and child protection
lead at the Child Exploitation and Online Protec-
tion Centre (CEOP). She was at the forefront of
a national and international response to online
child abuse and developed the processes and
procedures that led to the creation of CEOP
where she was a founder member.

She is currently conducting training
programmes for schools, law enforcement
and businesses both nationally and interna-
tionally. Sharon is the Safeguarding Assurance
Manager for a Fostering Agency with more than
1000 carers. She has been awarded an OBE by
Her Majesty The Queen for her services to child
protection and policing.

Emily Taylor

Emily Taylor is CEO of Oxford Information Labs. A
lawyer by training, Emily has worked in the Inter-
net governance and cybersecurity environ-
ment for more than 20 years. She has served on
major ICANN reviews of security, policy devel-
opment and privacy, the UN Internet Gover-
nance Multistakeholder Advisory Group, Global
Commission on Internet Governance research
network, and as director of Legal and Policy for
Nominet.

Emily is an associate fellow with the Interna-
tional Security Department at Chatham House
in London and editor of the Journal of Cyber
Policy; she is a research associate at the Oxford
Internet Institute and an affiliate Professor
at the Dirpolis Institute, SantAnna School of
Advanced Studies, Pisa. She is a graduate of
Cambridge University, qualified as a solicitor in
England and Wales (now non-practising), and
has an MBA from Open University.
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Appendix: Survey

What has been your experience with online learning and parental controls?

What has been your experience with online learning and parental controls?

Thank you for taking part in this survey. We are looking at questions around online learning and parental controls and want to focus on
the most common situations and concerns that you as parents have. The results will guide our work.

Our goal is to produce and publish an infographic and report to answer parents' most common questions and concerns. We will also
made sure that companies that are in a position to improve things are made aware of our findings and any recommendations over how
to improve things.

We will not sell or provide any of the information you give to any third parties. Thanks again for taking the time to fill this survey in. It
should take no more than five minutes.

* 1. Where are you based?

State/County ‘ ’

Country ‘ ‘

* 2. Are you a parent or full-time carer of a child or children under the age of 18?

Yes

No




What has been your experience with online learning and parental controls?

Information on your child and their learning

* 3. How old is your child? (Please answer for just one child and consider redoing the survey if you have more

than one)

~ ) Unders () 1113
\ 5-7 14+
810

* 4. What is the primary device your child uses when it comes to online learning?
© " Laptop

. Desktop

 Tablet

" Mobile phone

5. What is the operating system / manufacturer of your device?
§ ) Apple /i0S

*, Google / Android

" Microsoft / Windows

" Not sure

' Other (please specify)

* 6. How tech savvy do you consider yourself to be?
\‘ 1 Very savvy
) About average

“ " Not savvy at all
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* 7. What kinds of activities does your child carry out while online learning? (Please select all that apply)

Live video lessons Apps that the school uses

Document sharing Apps that we have downloaded
Watching videos Apps that your child has downloaded
Browsing the internet Chat / messaging

Read/listen to books

Other (please specify)

* 8. Do you use any tools to manage, view or control what your child does on their device?

Yes

No




What has been your experience with online learning and parental controls?

Parental controls

9. When it comes to parental controls, where have you added them? (Examples are provided underneath the
answers)

D On the device itself D Inside the browser
\:‘ Through a separate app | installed D In the app itself
D | use my service provider's controls D On my internet router

D I'm not sure (please give whatever indication you can)

Examples of parental controls...

¢ On the device: Apple Screen Time, Windows 7/10. Chromebook, Android, MacOS
« Aseparate app: Net Nanny, Norton, Qustodio

o Service provider: ISP, mobile phone company, cable company

¢ Inside browser: Chrome, Internet Explorer/Edge, Firefox

o In app: Facebook, YouTube, WhatsApp, Amazon Prime, Netflix

10. What are you most concerned about when it comes to online learning and your child?

Seeing inappropriate content ¢ Lack of real learning / understanding
Talking to strangers ( Learning about things unsupervised
Downloading something dangerous Online bullying

' Other (please specify)

11. When it comes to your main concern, how effective do you find parental controls are at tackling it?
7 Very effective / they work great () They are more a hindrance than a help
' They work ok To be honest, | have no idea if they're working or not

They are better than nothing
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12. How easy do you find the parental controls to use?

13. What would make parental controls easier or better for you? (Select all that apply)

Really easy | can't figure them out at all

It's fine It varies depending on the app or device

| struggle at times

Simpler design An easy way to keep track of what they're done that day/week
Clearer explanations A real-time ability to see what they're doing
More graphics Alerts if anything unusual happens

The same options across all apps and devices

Other (please specify)




What has been your experience with online learning and parental controls?

Software

14. Which platform does your child use most often for live video lessons?
~» Zoom [ Skype

Microsoft Teams | Houseparty

“ " Apple Facetime . Google Hangouts
- Webex [ Idon't know

Other (please specify)

15. Which document sharing platform does your child use most often while learning?

"\ Google Docs / Drive
' Microsoft 365 / Office / One Drive
' Dropbox

. Other (please specify)

16. Which video service does your child watch most often while learning?

’ YouTube g An educational app
" YouTube Kids ‘ WhatsApp
j Facebook ”: Instagram
 Amazon FreeTime [ Netflix

| Other (please specify)
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17. Which browser does your child use?

Chrome

Firefox

Safari

Internet Explorer / Edge

Other / | don't know

18. Which social media app does your child use most often while online learning?
Twitter

TikTok
Facebook Weibo
Instagram Snapchat
Reddit
Other

19. What type of educational app does your child use most frequently?

Areading app A puzzle / spelling app

A maths app A homework sharing app

A science app Some other type of app

Please provide the name of any app that is particularly relevant

20. What chat / messaging app does your child use most often?

Facebook Messenger Google Hangouts

WhatsApp Kik

WeChat Snapchat

Telegram

Other (please specify)




What has been your experience with online learning and parental controls?

21. What is the main reason that you don't use parental controls?

© Never felt the need
Too complicated
. Costs money
' Didn't know they existed
They don't work very well
1 don't like to control my kids too much

" Other (please specify)

22. If you have any comments or observations about parental controls either specifically or generally, please
let us know what they are below.

Thank you so much for taking the time to fill this survey in.
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EMAIL . info@iffor.org

WEBSITE . iffor.org



